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Executive summary and key findings
This report shows that Venezuela is in a position to quickly 
acquire Chinese artificial intelligence (AI)-enabled surveillance 
tools. Venezuela has signed an agreement to acquire them, and 
government officials have stated their intention to integrate them 
into Venezuela’s current surveillance regime.

The Chinese Government is the globally recognised leader in 
deploying new AI systems, including large language models (LLMs), 
to deepen surveillance and repression within its own borders. 
Under President Nicolás Maduro’s autocratic leadership, Venezuela 
emerged as one of the most advanced adopters of Chinese-made 
surveillance technology in the Western Hemisphere, embedding 
digital monitoring tools deep into the daily governance of the state.

Now Venezuela is primed to upgrade its surveillance technology. 
This report shows that, in the months before Maduro’s capture by 
US forces in January 2026, the Venezuelan Government signed an 
agreement to adopt Chinese-built AI systems in an initiative led by 
Maduro’s Vice President, Delcy Rodríguez, and signalled its intent 
to use Chinese AI to enhance existing state-sponsored surveillance.

The US has installed Rodríguez, who once supervised Venezuela’s 
repressive intelligence agency, as the country’s acting president. 
Under her leadership, the Venezuelan Government has neither 
liberalised nor dismantled the surveillance regime.

If Caracas continues to implement its plan to use Chinese AI 
for surveillance—and it has given no signal that it won’t—
Venezuela will become one of the first countries outside China 
to import China’s new generation of LLM-based AI systems for 
surveillance and control, and the most advanced adopter in the 
Western Hemisphere.

This report finds that the state’s laws and institutions have already 
been shaped to accommodate that ambition, and that leading 
Venezuelan politicians have stated it openly—both to enhance 
its domestic surveillance system and to counter weapons of 
Western ‘cognitive warfare’. The report also carefully maps out 
how Chinese AI could enhance and more tightly integrate existing 
surveillance systems.

These findings serve as a call to action at a key turning point 
in Venezuela’s trajectory. It’s not too late to prevent the further 
entrenchment of technology-enabled surveillance there.

Key findings
1. Venezuela has signed an agreement to acquire Chinese AI 
technology to layer on top of its existing governance structures.

In July 2025, the Venezuelan Government signed a memorandum 
of understanding (MoU) with iFlytek, which is a Chinese firm on the 
US Entity List since 2019 and a supplier of LLM systems to China’s 
own censorship and judicial-automation apparatus. It’s Venezuela’s 

first known agreement for Chinese AI capability rather than Chinese 
hardware, and it was negotiated by Delcy Rodríguez, then Vice 
President and now the US-appointed acting president. After two 
decades of importing cameras, networks, identity systems and 
command centres, Caracas has contracted for the intelligence 
intended to run on top of them.

2. Venezuela’s leaders have openly stated their explicit intent 
to use Chinese AI for surveillance and control.

A key step towards this effort was the establishment of a 
national command room in January 2025, intended to manage 
a confederated system of local data rooms, running on 
Chinese-made control systems built over the past decade, that 
collect information on citizen complaints, welfare distribution 
and grassroots political activity.

3. Venezuela is poised to go from just buying digital 
infrastructure, including for national-security purposes, to 
potentially importing the intelligence meant to run on top of it.

This is enabled by the gradual import of Chinese hardware, 
software and platform solutions that now constitute an integrated 
technology stack—the perfect landing place for next-generation 
AI-enabled surveillance and repression.

4. Acting president Delcy Rodríguez was instrumental in 
overseeing Venezuela’s political surveillance apparatus. She 
supervised the domestic intelligence agency (SEBIN) and the 
expansion of the commune system, which became a key part of 
Venezuela’s infrastructure of political surveillance and control.

Without outside pressure, specifically from the US, Rodríguez can’t 
be expected to take any autonomous steps towards dismantling 
Venezuela’s surveillance systems.

5. The AI layer is signalled but not yet built—indicating a narrow 
but crucial window of time to prevent further entrenchment of 
Venezuela’s surveillance apparatus.

No public evidence shows Chinese AI systems operating inside 
Venezuela’s surveillance apparatus today. But if the iFlytek 
agreement is implemented on top of the infrastructure that 
this report documents, AI would make Venezuela’s repression 
cheaper, faster and harder to see—automating censorship, 
linking databases into individual risk profiles, and turning today’s 
fragmented systems into an integrated instrument of political 
control. That escalation is preventable now. It will be far harder 
to reverse once built.

The current US control over Venezuela’s government provides an 
opportunity to dismantle China’s potential grip on Venezuela’s 
digital infrastructure and surveillance systems.
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Global implications

6. The policy toolkit built for equipment hasn’t yet been adapted 
for AI.

Import controls, procurement rules and audit regimes were 
designed for things that can be counted, inspected and physically 
removed. But the component that determines political effect—an 
AI model’s trained disposition about what’s sensitive, threatening 
or refusable—is intangible and unauditable by the importer. 
Democratic governments presently have no settled method for 
assessing the political disposition of foreign-supplied models, 
and no disclosure standard tied to government procurement.

7. Venezuela is a test of whether democracies can act before 
such a system exists.

Responses to exported digital authoritarianism are typically 
remedial: sanctions after deployment, documentation after abuse, 
condemnation after entrenchment. But Venezuela presents an 
opportunity to act sooner—a signalled but unbuilt capability, 
in a state currently dependent on Washington, with a supplier 
identified. Whether that window is used will establish whether 
prevention can be a real instrument of policy. Governments now 
weighing the same purchase will read the answer as precedent, 
and so will vendors.

A note on confidence

This report has been compiled through open-source research, 
including government documents, company filings and media 
and research reports in English, Chinese and Spanish. Venezuela 
is largely closed to independent researchers, and there’s little 
public documentation of how these systems are used in practice.

This report therefore grades every claim by the strength of the 
evidence behind it, so it’s clear how much weight each one carries. 
This report distinguishes between:

1)	 confirmed deployment—systems documented in operation

2)	 signed agreements—such as the iFlytek MoU, which commit 
parties on paper without establishing that anything has been 
built

3)	 stated intent—official announcements and doctrine

4)	 plausible pathways—capabilities that existing infrastructure 
could support but that aren’t documented

5)	 inferred risk—projections based on how similar systems have 
been used elsewhere.

Claims are framed accordingly throughout. Where a figure rests 
on official Venezuelan sources, it’s flagged as such.

Recommendations
Recommendation 1: Support Venezuelan civil society.

This is a crucial moment for the international community to give 
maximum support to Venezuelan civil society, the democratic 
political opposition, journalists and digital-rights defenders. Not 
only are they primary targets of surveillance; they’re also the 
change agents who could initiate a course correction. Timely 
support can help them to reassert their right to operate freely in 
Venezuela and to advocate for political reform from within.

Private foundations, multilateral human-rights bodies, and donor 
governments can:

•	 scale up grants that support threatened organisations and 
individuals in Venezuela, especially by providing digital-security 
support, physical security training, legal aid and emergency 
response; and to independent Venezuelan media and diaspora 
media outlets that need funding for mirror sites, legal defence, 
secure hosting and cross-border publishing

•	 fast-track humanitarian visas and other protection pathways 
for persecuted political opposition members, organisers, 
journalists and others targeted by the Venezuelan Government

•	 commission reports and organise public hearings focused on 
digital surveillance, repression during election seasons and 
attacks on journalists, through bodies such as the Special 
Follow-up Mechanism for Venezuela at the Inter-American 
Commission on Human Rights.

Recommendation 2: Make AI tools for countering 
authoritarianism freely available to Venezuelan civil society.

Tech companies can initiate free AI education and training programs 
for civil society and private-sector stakeholders in Venezuela, to 
show them how AI tools can be used to circumvent censorship 
and hide their activities from repressive government agencies.

Recommendation 3: The US should require Rodríguez to 
immediately cancel the memorandum of understanding with 
Chinese AI giant iFlytek.

The window of opportunity to prevent the entrenchment of deeper 
surveillance is now: Venezuela must formally cancel this agreement 
before iFlytek’s AI-enabled platforms are fully integrated into 
Venezuela’s surveillance systems.

Recommendation 4: Urge the US Secretary of State to pressure 
Rodríguez to end the current surveillance regime.

The current moment represents a narrow and contestable window 
for democratic allies and partners, multilateral organisations and 
civil-society groups to pressure the Venezuelan Government to 
dismantle its systems of surveillance and repression. The New 
York Times reported in July that Secretary of State Marco Rubio 
effectively runs the Venezuelan government and economy and 
communicates constantly with Rodríguez over WhatsApp.1 Thus, 
the US remains the best lever of influence to pressure Venezuela’s 
current leaders.
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Secretary Rubio can push the current Venezuelan Government to:

•	 end the ‘Homeland Card’ (Carnet de la patria) system and 
delete its database of Venezuelan citizens; replace it with a 
more standard national ID system that doesn’t collect as much 
intrusive personal and political information

•	 require CANTV and all licensed telecommunications operators 
to comply with a defined, independently audited human-rights 
protocol for interception and metadata requests

•	 publish the full text of existing AI and surveillance agreements.

A stronger approach, although more difficult to achieve, would 
be for democratic governments to together create a coalition 
démarche, co-signed and accompanied by the preceding 
demands and a stated schedule of what compliance earns and 
what noncompliance costs.

Recommendation 5: Plan for liberal reform.

Even if dismantled, repressive surveillance systems could easily 
make a comeback unless democratic rights and institutions are 
restored in Venezuela. Conditions in Venezuela probably aren’t 
ripe for liberal political reform—yet. But civil-society organisations 
and like-minded governments can still prepare for a time in the 
future when that moment may come.

There should be detailed, transition-ready plans now so that 
surveillance rollback is feasible when political openings 
appear. This can come in the form of blueprints for a privacy 
law, surveillance-oversight architecture, telecom regulator 
independence, repeal plans for abusive measures, deletion/audit 
protocols for politicised databases, and rules for lawful access, 
transparency and remedy.

Civil society and governments can continue to call for the release 
of all political prisoners, dissolving the commune system and 
restoring the independence of the judiciary, so that any progress 
on rolling back surveillance can be maintained over the long term.

Recommendation 6: Sanction surveillance abuse and 
surveillance enablers.

•	 Expand targeted sanctions against Venezuelan officials directing 
digital repression.

•	 Coordinate stronger enforcement for procurement and import 
bans on companies providing surveillance technology or 
support to Venezuela.

Recommendation 7: Set security standards for foreign AI used 
by governments.

Standards bodies, national AI safety and security institutes 
and government procurement authorities should establish an 
assurance standard for foreign-supplied models deployed in state 
functions. Import controls, procurement rules and audit regimes 
were designed for equipment that can be counted, inspected and 
physically removed. The component that determines political 
effect—a model’s trained disposition about what’s sensitive, 
threatening or refusable—is intangible and unauditable by the 
importing state.

A disclosure standard should apply to models deployed in policing, 
justice, welfare administration and communications regulation, 
covering training-data provenance, refusal and filtering behaviour, 
update governance, and the identity of the party controlling 
finetuning. Independent evaluation against the standard should 
be a condition of procurement, and results should be published.

Introduction: Venezuela’s surveillance state and 
the Chinese Communist Party
Digital authoritarianism, even when augmented by imported 
technology, begins at home. This chapter provides a brief overview 
of Venezuela’s political system and traces the emergence of its 
surveillance ecosystem during the Maduro era. It demonstrates 
how surveillance technology builds on political structures, 
and how ultimately the path to further authoritarianism is a 
political decision. The chapter then explains why the Chinese 
Communist Party (CCP) helps other governments build high-tech 
surveillance states.

Finally, the chapter examines the figure now in charge. Delcy 
Rodríguez, Maduro’s Vice President and now the country’s acting 
president, was a senior official overseeing parts of Venezuela’s 
surveillance and repression regime, and a top interlocutor in the 
agreement with iFlytek. Her involvement makes it unlikely she 
would dismantle a surveillance state she supported. Without 
external pressure, the repression is likely to continue.

Venezuela’s political system
For decades, Venezuela functioned as a democratic system despite 
persistent institutional weaknesses. Hugo Chávez, a former army 
officer who had led a failed coup attempt in 1992, was elected 
President in 1998 on a platform promising profound political and 
social transformation.2

Over the following years, Chávez weakened the country’s system 
of checks and balances, expanded state control over the economy, 
ended the Central Bank’s autonomy, curtailed independent 
media, and intimidated political opponents.3 His government 
also promoted the creation of communal councils and communes 
as part of a broader project to build a ‘communal state’. Although 
implementation remained uneven, those organisations became 
important channels for political mobilisation, local governance 
and the distribution of state resources.4
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Nicolás Maduro won the 2013 presidential election and oversaw 
a period of unprecedented political oppression and violence in 
Venezuela, reshaping it into one of the world’s most authoritarian 
regimes.5 Maduro developed and expanded the mechanisms 
of repression that had begun under Chávez. His government 
increasingly relied on a combination of party organisations, 
community networks and social-welfare programs to strengthen 
political control, while linking access to some state benefits to 
mechanisms such as the Carnet de la Patria—a digital identification 
system introduced in 2017. The system became an important 
instrument for administering social programs and reinforcing 
political loyalty.

The role of security and intelligence agencies—including the Special 
Action Forces unit of the Bolivarian National Police (FAES), the 
Bolivarian National Intelligence Service (SEBIN) and the General 
Directorate of Military Counterintelligence (DGCIM), among others—
in suppressing dissent also grew during this time. United Nations 
investigations have documented widespread arbitrary detention, 
torture and extrajudicial executions committed by several of 
those bodies.6

The International Criminal Court began an investigation into crimes 
against humanity in Venezuela in 2021—its first in the Americas—
documenting political persecution, severe deprivation of physical 
liberty, and torture committed by Venezuelan authorities.7

In 2024, Venezuela became a virtual pariah state after Maduro 
claimed victory after the opposition won the presidential election.8 

Subsequent protests spurred a crackdown, resulting in at least 25 
deaths and the arbitrary detention of about 2,000 people.9

One-third of Venezuelans are now experiencing food insecurity, 
and economic hardship has forced the exodus of nearly 25% of 
the population, or 7.7 million people.10

The Venezuela–China relationship: 
authoritarian solidarity
Venezuela has obtained political, economic and technological 
support from numerous countries, but the especially close 
relationship between China and Venezuela under Chávez, 
and for part of Maduro’s tenure, helped pave the way for 
Venezuela’s adoption of Chinese surveillance technology, and 
thus the deepening of its repression and the construction of its 
surveillance state.

Venezuela’s repressive apparatus rests on numerous domestic 
structures: Venezuela’s premier state security agency SEBIN, the 
DGCIM, military intelligence, the Bolivarian National Police, the 
Bolivarian National Guard, colectivos, the attorney general’s office, 
judicial persecution, censorship and media control. But Chinese 
companies helped enable the system by building some of the 
tools within this complex state-driven apparatus of surveillance 
and coercion.

For Venezuela, Chinese finance, technology and political support 
probably lowered the costs of authoritarian consolidation. For 

Beijing, this wasn’t just a commercial investment for Chinese tech 
champions. To China’s leaders, the more countries that adopt 
China’s techno-authoritarianism, the more legitimate the CCP’s 
governance model becomes.11

Chávez began courting Beijing soon after taking office in 1999, 
seeking a counterweight to the US, which was a top purchaser 
of Venezuelan oil and long a major influence on the region. The 
relationship blossomed, and the two countries forged hundreds of 
agreements under Chávez’s rule. The two sides launched the China–
Venezuela High Level Joint Commission to steer the countries’ 
political and economic relationship, the China–Venezuela Joint 
Fund, which swapped China-backed loans for Venezuela’s oil, and 
other deals across mining, infrastructure and technology transfer.12

Chávez admired various aspects of China’s development trajectory 
and sought technological cooperation in multiple sectors, 
including telecommunications, satellites, the national ID system 
and infrastructure. In 2008, Chávez sent Justice Ministry officials 
to Shenzhen to study China’s national identity card program.13

Maduro continued to seek out Chinese expertise and technology 
as he built and modernised his surveillance state. He announced 
the ‘carnet de la patria’ or ‘Homeland Card’ system in December 
2016, with rollout beginning in early 2017, based in part on China’s 
national identity card program.14 Chinese telecom company ZTE 
helped to build the Homeland Card system, which includes a mobile 
payment system and national ID card technology.15

Millions of Venezuelans now use the Homeland Card system to 
access social benefits. Human-rights activists have described 
the system as a mechanism of social control, through which 
the Venezuelan state distributes economic benefits while 
simultaneously strengthening political dependence on 
government-controlled structures.16

Other Chinese companies, including Huawei and CEIEC, built 
telecommunications infrastructure and other systems used 
to monitor and censor online political activity and to record 
citizens’ political affiliations, social-media presence and 
electoral participation.

Bilateral ties weakened substantially between 2013 and 2018 due in 
part to economic collapse in Venezuela, and to Venezuela’s failure 
to complete some major China-funded projects amid widespread 
corruption, leaving Chinese creditors in the lurch.17

But the relationship underwent a diplomatic and economic renewal 
after 2019, when Maduro illegally claimed the presidency in a 
disputed election and the US and other nations imposed sweeping 
sanctions on a wide swathe of Venezuelan industries, including its 
oil industry.18 Maduro turned to China. Beijing gave Caracas cover 
on the international stage, blocking UN Security Council resolutions 
condemning Maduro and opposing international sanctions.19

In 2023 Beijing and Venezuela jointly declared that they had formed 
an ‘all-weather strategic partnership’—a term reserved for China’s 
closest partners, such as Pakistan and Belarus.20 After 2019 and 
until the January 2026 US intervention, China purchased most 
of Venezuela’s exported oil; traders used shadow-fleet tankers, 
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ship-to-ship transfers and false documentation to conceal much 
of the trade.21 Venezuela, in turn, was the largest purchaser of 
military equipment from China in Latin America.22 In 2025, China 
was Venezuela’s second-largest trading partner.23 Hours before the 
military strikes began and his own capture, Maduro was meeting 
with Qiu Xiaoqi, China’s Special Envoy for Latin American Affairs, 
to discuss rising tensions with the US.24

Delcy Rodríguez and authoritarian continuity

After seizing Maduro, the Trump administration assessed that 
Maduro loyalists were better positioned than the democratic 
opposition to lead the government and maintain stability.25 The 
US chose Maduro’s vice president Delcy Rodríguez to serve as the 
country’s acting president, in part because of her role overseeing 
the country’s oil and energy industries.

Rodríguez is no liberal reformist. Under Maduro, she helped 
oversee Venezuela’s political surveillance. From 2018 until she 
became acting president in January 2026, Rodríguez served as 
Executive Vice President, which is an influential position within 
Venezuela’s state structure. In that role, she became the highest 
civilian authority with formal oversight over the SEBIN, the 
country’s principal civilian intelligence agency and a central pillar 
of Venezuela’s repressive apparatus.26

As Executive Vice President, Rodríguez was also directly involved 
with the Homeland Card system. The Fundación Patria, or 
‘Homeland Foundation’, manages the Homeland Card system, and 
is formally attached to the office of the Executive Vice President.27 
And she also oversaw an expansion of the commune system—the 

territorial structures that independent monitors have documented 
conducting street-level surveillance of government critics, and that 
now staff the national command-room network activated under 
her authority in February 2025 (see Chapter 3).28

Since Rodríguez became acting president, there’s strong indication 
that Venezuela’s regime of surveillance and repression remains 
alive and well. In March 2026, UN investigators said they had 
documented dozens of politically motivated detentions since 
Maduro’s removal.29 A March 2026 report by the Atlantic Council’s 
Digital Forensic Research Lab found that Venezuela’s surveillance 
infrastructure remained ‘fully operational’ after Maduro’s 
removal.30 The report’s authors concluded that ‘technological 
capabilities and institutional frameworks for authoritarian control 
transcend individual leadership and require deliberate dismantling 
rather than mere regime leadership change.’ In April 2026, the 
Venezuelan human rights group Foro Penal said hundreds of 
political prisoners had been released since January, but that 473 
remained behind bars.31

Rodríguez has also played a leading role in managing the Venezuela–
China relationship. In 2023, she was appointed Venezuelan chair 
of the China–Venezuela High-Level Joint Commission, the main 
mechanism through which both governments coordinate strategic 
bilateral cooperation.32 She led the high-level dialogues that 
deepened the relationship after the 2023 ‘all-weather strategic 
partnership’ upgrade. She personally negotiated and signed an 
agreement with Chinese tech giant iFlytek in July 2025 in which 
the Venezuelan Government agreed to incorporate iFlytek’s AI 
systems and to jointly pursue the development of sovereign AI.

Chapter 1: Chinese technology in Venezuela’s 
digital-surveillance infrastructure
Venezuela’s digital-surveillance infrastructure wasn’t designed 
as a single, integrated system. It emerged incrementally through 
separate investments in telecommunications, digital identity, 
public-security monitoring and internet control, supported by 
Chinese firms and other foreign partners, particularly Cuba in the 
security and intelligence sphere. Many countries have invested in 
Venezuela’s digital infrastructure, but Chinese technology has been 
especially consequential because it has strengthened institutions 
already used for political control.

The resulting architecture is fragmented, unevenly deployed 
and technically constrained. Nevertheless, its components can 
reinforce one another: identity systems can connect citizens 
to state services, command centres can support public-order 
operations, telecommunications networks provide information 
choke-points, and internet controls can restrict politically 
sensitive communications. The risk is therefore not that Venezuela 
has reproduced China’s surveillance state, but that Chinese 

technology—and increasingly AI—could make the existing 
Venezuelan system of coercion more effective.

This chapter provides a selective, evidence-based account of the 
principal Chinese-supported technological systems identified in 
open sources; it isn’t an exhaustive inventory of every Chinese 
company or technology operating in Venezuela.

1.1 What Venezuela has built
Venezuela’s digital-surveillance architecture isn’t a single 
platform, but a layered technological ecosystem spanning 
six interconnected areas: telecommunications infrastructure; 
digital identity and registration systems; central databases and 
data-integration platforms; surveillance and monitoring networks; 
emerging analytics and AI capabilities; and internet control and 
content-management systems.33
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Those technological layers operate within a much broader 
apparatus of political control. Venezuela also relies on intelligence 
and counterintelligence agencies, military and police institutions, 
party and community networks, informant systems and 
administrative coercion. Many of those structures pre-date the 
Chinese technology examined in this chapter and have been 
shaped by domestic Chavista institutional development and 
longstanding Cuban security assistance.34 They fall outside 
the chapter’s principal technological focus but are essential to 
understanding how digital systems are used and converted into 
political action.

Several of the digital-control systems examined in this chapter 
were introduced or expanded between 2013 and 2020 under 
President Nicolás Maduro, although some of the underlying 
telecommunications infrastructure and foreign technology 
relationships pre-dated that period.35 They were publicly framed 
as tools for welfare delivery, crime prevention, emergency 
response and digital modernisation. In practice, they also 
expanded the state’s capacity to identify citizens, monitor 
public space, manage access to services and restrict the online 
information environment.36

Chinese firms became embedded across several layers 
of this architecture before AI became a prominent part of 
Venezuela’s public technology agenda. CEIEC was involved in 
the expansion of VEN911, associated command centres and 
CCTV networks—Venezuela’s national emergency-response and 
command-and-control system, which allows the state to monitor 
incidents and coordinate security responses in real time—as well 
as CCTV networks and command centres associated with CEIEC. 
ZTE has reportedly had a role in building systems connected to 

the biometric identity database underpinning the Homeland 
Card.37 Huawei, Hikvision, Dahua and other Chinese firms have 
also contributed to the telecommunications, connectivity and 
visual-surveillance layers of the wider ecosystem (Table 1).

Taken together, these systems show that Venezuela’s technological 
relationship with China is not only about infrastructure. Individual 
projects—cameras, command centres, telecommunications 
systems and digital-governance platforms—were often presented 
as discrete modernisation initiatives. Collectively, however, they 
have created a layered technological ecosystem that we judge 
capable of collecting, organising and potentially analysing 
substantial volumes of citizen data, even though its components 
remain unevenly deployed and only partially interoperable.

For analytical purposes, this report groups Venezuela’s 
digital-surveillance capabilities into six functional layers. The 
framework is constructed for this report, drawing on established 
analyses of digital-authoritarian and smart-city systems, but 
adapted to the technologies documented in Venezuela. 
These categories resemble components found in China’s 
digital-governance architecture, but they’re used here as a 
functional taxonomy rather than evidence that Venezuela copied 
a Chinese blueprint. Venezuela demonstrates how components 
associated with this system can be accumulated selectively and 
incorporated into an existing political system. It isn’t a full replica 
of China’s domestic model and doesn’t appear to operate as a 
single integrated platform. It has assembled enough layers to make 
the system politically useful, even though it remains technically 
incomplete. Figure 1 shows the contribution of Chinese technology 
across Venezuela’s digital survey system.

Table 1:  Key Chinese technology companies in Venezuela’s digital-surveillance ecosystem

Company Role in Venezuela Confidence level Relevance to surveillance system

Homeland Card infrastructure38 High Identity, databases, welfare-linked social control

SIMA/VEN911, command centres, 
internet-control support39 High Systems integration, command-and-control, censorship

CCTV hardware observed in Caracas40 Medium Visual surveillance layer

CCTV hardware observed in Caracas41 Medium Visual surveillance layer

Telecoms/connectivity backbone42 Medium Network infrastructure enabling data transmission
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Figure 1:  Chinese technology contributions across Venezuela’s digital-surveillance layers

Graphic: ASPI.

The key point is interoperability rather than perfect integration. 
Public evidence doesn’t show that Venezuela has built a single 
unified surveillance platform linking every database, camera 
network and internet-control mechanism, but those systems don’t 
need to be fully integrated to expand state capacity or acquire 
political utility. The Homeland Card links identity and welfare 
records, including, in some reported cases, politically sensitive 
information; safe-city networks enable monitoring of selected 
public spaces; telecommunications infrastructure supports data 
transmission and provides potential network choke-points; and 
internet-control mechanisms allow the state to restrict digital 
communications during politically sensitive periods.

The comparison with China is therefore important but 
has limitations. China’s digital governance system is more 
institutionalised, more deeply integrated and supported by 
a strong domestic technology sector.43 Venezuela’s model is 
narrower, more ad hoc and more dependent on external providers, 
especially Chinese firms. Its primary uses are narrower: subsidy 
distribution, welfare administration, public-order management, 
information control and the reinforcement of political dependence. 
The result is a fragmented Venezuelan digital-control system 
that incorporates several technological components also found 
in China’s digital-governance architecture, but applies them 
through different institutions, under different constraints and for 
Venezuelan political purposes.

1.2 Three operationally important 
systems
Venezuela’s surveillance architecture rests on three core systems:

•	 the Homeland Card—the national digital identity system

•	 safe-city monitoring and communication systems—a collection 
of CCTV and command-and-control systems used for public 
safety and security operations

•	 the infrastructure related to internet control and censorship.

Each system performs a different function, but together they give 
the state the ability to identify citizens, monitor public space, 
restrict digital information flows and link access to services with 
political control.

System 1: The Homeland Card

The Homeland Card (carnet de la patria) is the identity layer of 
Venezuela’s surveillance ecosystem. Introduced in 2016 during 
Venezuela’s deepening economic crisis, it was officially presented 
as a welfare and service-delivery platform.44 In practice, it evolved 
into a centralised digital identity system connecting citizens 
to subsidised food, fuel, health care, pensions and state cash 
transfers.45 According to the official Homeland Card website (now 
offline), the platform had 21.8 million registered users in January 
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202346—equivalent to roughly three-quarters of Venezuela’s 
population47—and served 14.2 million people each month.48

The card contains a personalised QR code linked to a central 
database. Through registration and use of the card, citizens provide 
extensive personal information, including household composition, 
employment status, health conditions, state benefits received and, 
in some cases, political affiliation or voting behaviour. That allows 
government agencies to retrieve individual records and eligibility 
information through linked digital systems.49

The system’s significance lies in the way it links identity, welfare 
and administrative data. Access to essential goods and services 
became increasingly tied to participation in a state-managed 
digital platform. That expanded the government’s capacity 
to profile beneficiaries, administer social programs, reinforce 
dependence on state institutions and support politically significant 
mobilisation. Reporting has also indicated that politically sensitive 
information, including voting-related data, could be associated 
with individual records. Public evidence does not, however, 
establish that the system continuously or systematically monitors 
citizens’ political loyalty.50

ZTE played a significant role in building the systems connected 
to the Homeland Card and the wider Patria platform, including 
its database, QR-code system and payment app. From 2016 to at 
least 2018, ZTE personnel reportedly worked inside Venezuela 
with government agencies and the state telecommunications 
provider Compañía Anónima Nacional Teléfonos de Venezuela 
(CANTV) to configure databases, address performance issues 
and train Venezuelan personnel.51

Public evidence of ZTE’s recent operational role is limited. 
There’s strong reporting on its role in the system’s creation and 
early operation, but less public evidence showing whether ZTE 
continues to manage or upgrade the platform. What can be said 
with greater confidence is that the Patria platform has remained 
an important mechanism for administering social benefits and 
selected citizen–state transactions. Its current technical condition, 
operational reach, vendor support and upgrade pathways remain 
opaque.52 The available evidence therefore supports claims about 
its historical importance and administrative function more strongly 
than claims about its present technical capabilities.

The Homeland Card matters for future AI adoption because it 
provides the identity anchor for the wider surveillance ecosystem. 
AI tools could make it easier to search, link and analyse citizen 
records, identify welfare recipients, detect alleged fraud, correlate 
administrative records, generate risk indicators or support 
politically discriminatory decisions.

System 2: Safe-city projects: CCTV and command 
centres

Venezuela’s safe-city projects form part of the public-space 
monitoring layer of its digital-surveillance ecosystem. They include 
VEN911 and Integrated Monitoring and Assistance System (Sistema 
Integrado de Monitoreo y Asistencia, SIMA) command centres, CCTV 

installations, emergency-response systems, police-dispatch tools 
and communications platforms deployed in selected locations.53

When SIMA was announced in 2013, the government stated that 
the project would install 30,000 cameras in public spaces, operate 
nationally and connect local operational hubs to a central situation 
room in Caracas.54 These figures describe the program’s stated 
ambition rather than its documented implementation. Available 
open-source evidence doesn’t show that the camera target or 
nationwide coverage was achieved.

Implementation appears to have been partial and geographically 
uneven. Broader constraints affecting the Venezuelan state—
including funding shortages, corruption, equipment maintenance, 
electricity and connectivity problems, and limited institutional 
capacity—are likely to have restricted the scale and reliability of 
the deployment.

Where operational, these systems can collect and centralise 
information from cameras, emergency-response networks and 
public-security infrastructure. Command centres allow authorities 
to monitor urban spaces in real time, coordinate security responses 
and integrate data from multiple public-security sources.

Safe-city systems can give authorities greater visibility over 
protests, public gatherings and security incidents by connecting 
cameras, communications systems and command centres. They 
turn monitoring into an operational surveillance capability by 
allowing authorities to identify events, direct security forces and 
manage public order from centralised locations.55 In Venezuela, 
the documented scale and operational consistency of those 
capabilities remain uncertain.

Chinese firms have played different roles within this layer. CEIEC was 
the most important systems integrator, with links to SIMA, VEN911, 
command-and-control architecture, public-security analytics, 
dispatch systems and emergency-response platforms. CEIEC is a 
Chinese state-owned defence-electronics and systems-integration 
company. Unlike camera manufacturers that principally supply 
sensors, CEIEC’s reported role in Venezuela included combining 
hardware, communications, software, command centres, dispatch 
functions and technical support into operational public-security 
systems. This makes its role potentially more consequential 
than the provision of individual cameras, although the precise 
configuration and current condition of the systems it supplied 
remain unclear.

The SIMA and VEN911 projects were designed to install 
command-and-control centres, security cameras and alarm 
buttons across multiple Venezuelan localities, with CEIEC as the 
principal provider. Where deployed and operational, this can give 
authorities a platform for monitoring urban spaces, assessing 
incidents and coordinating security responses from centralised 
command centres.56 Hikvision’s and Dahua’s roles were less as 
architects of the overall system and more as providers of the 
visual-surveillance hardware that feeds data into Venezuela’s 
command centres.
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The evidence base varies across those companies. CEIEC’s role 
is the best documented. The public evidence for Hikvision and 
Dahua is more limited, resting largely on field observations, local 
market presence and later reporting identifying their equipment in 
Venezuela’s surveillance ecosystem. This indicates that Hikvision 
and Dahua equipment forms part of the visual-surveillance layer, 
although the scale of their deployment and commercial role 
remain unclear.

This distinction matters because safe-city projects are layered 
by design. CEIEC appears to have provided the integration layer: 
platforms, command centres, dispatch tools and public-security 
systems. Hikvision and Dahua appear to have contributed to the 
sensor layer: Hikvision cameras have been identified in Caracas, 
and most publicly visible CCTV appears to come from Chinese 
vendors—particularly CEIEC, Hikvision and Dahua—making them 
dominant in Venezuela’s CCTV supply chain.57 Together, these firms 
illustrate how Chinese surveillance exports often combine systems 
integration, telecommunications infrastructure and hardware 
supply rather than relying on a single vendor.

The planned SIMA and VEN911 architectures are some of the most 
obvious targets for AI enhancement. Computer vision, facial or 
vehicle re-identification, crowd analytics, natural-language video 
search and automated incident reporting could make existing 
CCTV and command-centre systems faster, more searchable and 
more operationally useful.

System 3: Internet access, control and censorship

Venezuela’s internet-control capabilities rest on the interaction 
of network concentration, regulatory authority and technical 
intervention. The regulatory system, network architecture and 
technical control related to the internet in Venezuela allow the 
state to impose selective restrictions on access to independent 
media, opposition communications, social-media platforms and 
politically sensitive online content.58

As the state-controlled telecommunications company and 
largest internet service provider, CANTV is the central linchpin 
in Venezuela’s internet and information control system.59 The 
Comisión Nacional de Telecomunicaciones (CONATEL) is the 
regulatory authority governing the actions of providers. CEIEC 
is reported to have supplied technology, training and expertise 
that strengthened the state’s ability to restrict internet access and 
conduct digital surveillance.60

Internet control allows the Venezuelan state to restrict both 
online content and access to communications infrastructure. 
Measures have included website and platform blocking, throttling 
or disruption of connectivity during politically sensitive periods, 
and restrictions affecting tools used to circumvent censorship.61

CEIEC is the clearest Chinese actor linked to this layer. The US 
Treasury sanctioned CEIEC in 2020 for supporting the Maduro 
government’s efforts to restrict internet service, conduct digital 
surveillance and carry out cyber operations.62 Huawei’s role 
appears to sit mainly in the telecommunications and connectivity 
layer: reporting reveals that CANTV depended on agreements 

with Huawei and ZTE to supply equipment and staff, making 
Huawei part of the network infrastructure on which Venezuela’s 
digital-control systems depend.63 Huawei’s documented 
role in telecommunications infrastructure doesn’t, by itself, 
demonstrate that Huawei equipment is used for censorship or 
political surveillance.

Internet-control systems could be strengthened by LLM-based 
content moderation, automated translation and triage, 
circumvention-tool detection, network-traffic analysis and 
automated takedown escalation. Those tools could make 
censorship more scalable, adaptive and easier to operate across 
large volumes of online content.

1.3 Capabilities and limitations
Venezuela’s digital-surveillance systems are best understood as a 
collection of partially connected capabilities rather than a coherent 
national architecture. Their rollout has been constrained by weak 
infrastructure, limited maintenance, institutional fragmentation 
and uneven operational capacity. Those limitations reduce the 
government’s ability to use the systems continuously or at national 
scale. They don’t, however, eliminate their political utility: identity 
databases, telecommunications choke-points, selected camera 
networks and internet controls can still be used separately—or 
connected on an ad hoc basis—against particular individuals, 
locations or moments of political contention.

The system begins with identity. The Homeland Card provides 
a potential identity anchor connecting citizens to the state. By 
linking individuals to welfare benefits, fuel subsidies, healthcare 
services, pensions and other government programs, it creates a 
persistent digital record through which people can be identified, 
profiled and categorised. Unlike CCTV or internet monitoring, 
which observe behaviour in specific contexts, the Homeland Card 
provides a mechanism for tying information back to identifiable 
individuals. That makes identity the foundation on which other 
forms of surveillance can potentially be layered.

Safe-city infrastructure can provide operational visibility where 
it’s deployed and functional. VEN911 and SIMA command centres, 
emergency-response networks and police-dispatch systems 
give authorities visibility over public space and can coordinate 
responses in real time. Those systems allow the state to observe 
activity, but they also help to turn observation into action. 
Cameras, communications systems and command centres allow 
authorities to identify events, direct security forces and manage 
public order from centralised locations.

Telecommunications infrastructure creates potential choke-points. 
CANTV and other network systems carry the data, communications 
and connectivity on which digital identity platforms, 
command centres and internet controls depend. That makes 
telecommunications infrastructure more than a neutral backbone. 
It gives the state choke-points through which information can be 
transmitted, monitored, slowed or disrupted.
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Internet-control mechanisms support selective and episodic 
intervention. Through CANTV’s position as the principal 
state-controlled internet provider, CONATEL’s regulatory authority, 
targeted technical restrictions and broader pressure on media and 
telecommunications companies, the state can block particular 
websites and platforms, throttle services and disrupt politically 
sensitive communications. CEIEC has been publicly accused by 
the US Government of supplying software, training and technical 
expertise used for internet restriction and digital surveillance, but 
the specific systems involved, their present operation and their 
importance relative to domestically controlled regulatory and 
network mechanisms remain unclear.

Venezuela shouldn’t be understood as operating an integrated 
internet-governance system comparable to China’s Great Firewall. 
Its censorship regime is more fragmented, selective and reactive, 
and remains constrained by weak infrastructure and limited state 
capacity. Those limitations don’t make it politically irrelevant: 
targeted restrictions can still impede opposition communication 
and access to independent information during elections, protests 
and crises.

Those layers don’t need to be perfectly integrated to be politically 
effective. Public evidence doesn’t show that Venezuela has built a 
single unified database linking every surveillance platform, identity 
system, camera network and internet-control mechanism. Nor 
does it show that Venezuelan authorities possess a China-style 
system capable of seamlessly combining all available data sources 
in real time. But coercive power doesn’t depend on perfect 
technical integration. Even partial interoperability between identity 
systems, command centres, telecommunications networks and 
state agencies can expand the state’s ability to monitor citizens 
and influence behaviour.

This is especially important for understanding the future role of 
AI. New AI doesn’t require Venezuela to build a new surveillance 
architecture from scratch. It can increase the value of systems 
already in place by making fragmented data easier to search, 
summarise, correlate and act upon. Identity records, CCTV footage, 
network data and internet-control information don’t need to sit 
in one perfectly integrated platform to become more politically 
useful. New AI tools could help officials extract patterns from partial 
datasets, connect people to events or organisations, generate 
alerts and turn existing information into operational decisions.

1.4 How AI could augment existing 
systems
The significance of this existing architecture is that the most 
plausible pathway for future AI adoption in Venezuela is cumulative 
rather than disruptive. The Venezuelan Government doesn’t need 
to build a new surveillance system to benefit from advances in 
generative AI, computer vision or automated analytics. It can layer 
those capabilities onto telecommunications networks, identity 
databases, CCTV systems, command centres and internet-control 
mechanisms that already exist (see box).

Potential interoperability advantages

Existing reliance on Chinese technology could reduce some 
barriers to adopting additional Chinese AI capabilities. A vendor 
upgrading its own command-centre, video-management, 
telecommunications or database products may already 
understand the system architecture, data formats, interfaces and 
maintenance environment. Existing procurement relationships, 
staff training and technical support channels could also make 
vendor-native upgrades easier than introducing an entirely 
new provider.

Those advantages shouldn’t be overstated. Chinese national origin 
doesn’t guarantee technical interoperability. Systems supplied 
by Huawei, ZTE, CEIEC, Hikvision and Dahua may use different 
architectures, proprietary standards and interfaces, and many 
were deployed at different times without evidence of common 
technical design. Poor data quality, ageing equipment, connectivity 
problems and the absence of application-programming interfaces 
may further limit integration. Interoperability must therefore be 
assessed at the product and system level rather than assumed 
across a supposedly unified Chinese-built system.

Post-2023 advances in AI could make those systems faster, more 
automated and easier to use. Surveillance no longer depends 
only on fixed rules or human review of video feeds. New tools 
can support video search, automated summaries, prompt-based 
alerts, multilingual transcription and translation, anomaly 
detection, adaptive content moderation and AI-assisted analysis 
of network traffic.

Table 2 maps those AI advances against the six layers of Venezuela’s 
surveillance architecture. The core point is simple: Venezuela 
doesn’t need a complete rebuild to benefit from the AI wave. In 
most cases, the likely path is incremental upgrade: new software, 
analytics tools and replacement appliances layered onto systems 
already in place. The Venezuelan entities listed below should be 
understood as the most plausible operators, beneficiaries or 
institutional users of each layer, based on their known functions 
and public reporting. In many cases, the precise technical 
interfaces, contracts and data-sharing arrangements between 
agencies aren’t publicly visible.
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Table 2:  How AI could upgrade Venezuela’s existing digital-surveillance architecture

Existing layer
Main Venezuelan entity or 
operator

Plausible new AI upgrades Human rights implications

Telecommunications 
infrastructure

CANTV / Movilnet as state 
telecoms operators; CONATEL 
as the telecommunications 
regulator. Relevant 
security-sector users may 
include SEBIN, DGCIM, FANB, 
CESPA and CCDFANB.

Subject to access to relevant network 
metadata and traffic-analysis infrastructure, 
AI tools could help to classify traffic 
by application type, identify unusual 
communication patterns and assist staff in 
developing blocking rules.

The state could monitor digital traffic more 
efficiently, detect politically sensitive surges 
in communication and disrupt access to 
communications platforms more quickly during 
protests, elections or moments of crisis.

Digital identity and 
registration

SAIME, CNE, SAREN, Banco 
de Venezuela / BiopagoBDV, 
SUDEBAN and Sistema 
Patria hold or operate key 
identity, biometric, electoral, 
registry, banking and 
citizen-service datasets.

Where databases are technically accessible 
and legally or administratively available to 
the same operators, AI could assist with 
record matching across biometric, welfare 
and registration datasets.

The state could profile citizens more easily, identify 
welfare recipients or politically sensitive groups, 
and make access to benefits more conditional on 
behaviour, loyalty or compliance.

Central databases and 
data integration

Sistema Patria, VenApp, 
Sistema 1x10 del Buen 
Gobierno and VEN911 
appear to be the main state 
data-integration platforms, 
with likely access or use by 
SEBIN, DGCIM, CESPA and other 
executive-branch agencies.

New AI could improve cross-database 
search, summarise large volumes of 
records, map relationships between 
individuals and organisations, flag patterns 
across welfare, communications or security 
data, and support analyst workflows across 
fragmented datasets.

Fragmented datasets could become more 
politically useful by allowing officials to link people, 
organisations, locations and behaviours across 
systems that may not be fully integrated.

Surveillance and 
monitoring

VEN911, state 
command-and-control centres, 
municipal surveillance networks, 
PNB, SEBIN, DGCIM and CICPC 
operate or use public-space 
monitoring, incident-response 
and investigative systems.

Where camera quality, coverage and 
video-management compatibility permit, 
computer-vision systems could assist with 
person or vehicle re-identification across 
selected cameras.

Authorities could monitor protests, public 
gatherings and movement through urban spaces at 
greater scale, reducing the need for manual review 
and allowing faster deployment of security forces.

Internet control and 
content management

CONATEL, CANTV / Movilnet 
and MIPPCI are the main actors 
for internet regulation, telecoms 
control and information/content 
management; SEBIN, DGCIM, 
FANB, CESPA and CCDFANB may 
be relevant security users.

LLMs and classification models could 
help to identify sensitive political content, 
translate and triage online material, 
prioritise content for blocking or takedown, 
identify patterns potentially associated with 
circumvention tools, subject to encryption 
and platform-access constraints.

Censorship could become more adaptive and 
scalable, allowing the state to restrict opposition 
messaging, independent media, civil-society 
organising and cross-border information flows with 
greater speed and precision.

Emerging analytics 
and AI

MINCYT, CNTI and state AI 
programs are the main civilian 
technology-development 
actors; potential operational 
users include SEBIN, DGCIM, 
CICPC, PNB, FANB, CESPA and 
the Executive Branch.

New AI platforms could combine text, 
image, audio, video and network data into 
dashboards, generate predictive alerts, 
support multi-step investigative workflows, 
and help officials produce automated 
reports or risk assessments from existing 
state data.

Existing surveillance data could be converted 
into operational decisions, alerts and risk 
assessments, giving officials a stronger basis for 
pre-emptive intervention, targeted monitoring or 
resource allocation.

Note: Risk model, not evidence of deployment: the Venezuelan entities listed are plausible operators or users based on known functions, not confirmed data-sharing.
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Table 3 provides the institutional names for the acronyms listed in Table 2. 

Table 3:  Acronyms and institutional names

Acronym Full name

BDV Banco de Venezuela / Bank of Venezuela

BiopagoBDV Banco de Venezuela Biometric Payment System

CANTV Compañía Anónima Nacional Teléfonos de Venezuela / National Telephone Company of Venezuela

CCDFANB Comando de Defensa Aeroespacial Integral de la FANB / Comprehensive Aerospace Defense Command of the Bolivarian National Armed Forces

CESPA Centro Estratégico de Seguridad y Protección de la Patria / Strategic Center for Homeland Security and Protection

CETYDIP Centro de Estudios y Desarrollo para las Tecnologías de la Información y la Comunicación en la Administración de Justicia / Center for ICT Studies 
and Development in the Administration of Justice

CICPC Cuerpo de Investigaciones Científicas, Penales y Criminalísticas / Corps of Scientific, Criminal and Forensic Investigations

CNE Consejo Nacional Electoral / National Electoral Council

CNTI Centro Nacional de Tecnologías de Información / National Information Technologies Center

CONATEL Comisión Nacional de Telecomunicaciones / National Telecommunications Commission

DGCIM Dirección General de Contrainteligencia Militar / General Directorate of Military Counterintelligence

FANB Fuerza Armada Nacional Bolivariana / Bolivarian National Armed Forces

MINCYT Ministerio del Poder Popular para Ciencia y Tecnología / Ministry of Science and Technology

MIPPCI Ministerio del Poder Popular para la Comunicación e Información / Ministry of Communication and Information

Movilnet State mobile telecommunications operator of CANTV

PNB Policía Nacional Bolivariana / Bolivarian National Police

PSUV Partido Socialista Unido de Venezuela / United Socialist Party of Venezuela

SAIME Servicio Administrativo de Identificación, Migración y Extranjería / Administrative Service for Identification, Migration and Foreigners

SAREN Servicio Autónomo de Registros y Notarías / Autonomous Service of Registries and Notaries

SEBIN Servicio Bolivariano de Inteligencia Nacional / Bolivarian National Intelligence Service

SUDEBAN Superintendencia de las Instituciones del Sector Bancario / Superintendency of Banking Sector Institutions

VEN911 Sistema Integrado de Emergencias VEN911 / VEN911 Integrated Emergency System

1.5 Emerging risk
Venezuela’s surveillance and coercive institutions aren’t a replica 
of China’s domestic digital-governance system. Their political logic 
and institutional foundations are principally Venezuelan, emerging 
from decisions made under Chavismo and from institutions that 
predate much of the Chinese technological involvement examined 
in this chapter. They have also been shaped by other external 
relationships, most notably longstanding Cuban assistance in 
intelligence, counterintelligence, security-sector organisation and 
methods of political control.

China’s contribution has been narrower but still significant. 
Chinese firms have supplied or supported important technological 
components: ZTE helped develop systems associated with 
digital identity and welfare administration; CEIEC contributed to 
command-centre and internet-control capabilities; Hikvision and 
Dahua equipment has appeared within the visual-surveillance 
layer; and Huawei and ZTE have supported telecommunications 
infrastructure. Those contributions expanded particular state 

capabilities, but they didn’t create Venezuela’s wider authoritarian 
apparatus or determine its political objectives.

The result is a fragmented and uneven digital-surveillance 
ecosystem rather than a single integrated Chinese-built platform. 
Its political utility lies in the cumulative interaction between digital 
identity systems, welfare administration, telecommunications 
choke-points, selected public-space monitoring and state 
security institutions. Even where those systems are technically 
limited or only partially interoperable, they can reinforce existing 
mechanisms of coercion and political control.

The emerging risk is therefore one of augmentation rather than 
wholesale model transfer. Generative AI, computer vision and 
automated analytics could make some existing systems more 
searchable, scalable and operationally useful. The central concern 
isn’t that Venezuela will suddenly reproduce China’s surveillance 
state, but that Chinese or other AI tools could strengthen a 
domestically directed apparatus already used to manage dissent, 
restrict information and preserve political power.
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Chapter 2: China’s AI-enabled surveillance as an 
export product
The CCP has developed and deployed the world’s most advanced 
tech-powered surveillance state, built in part by companies that 
are providing similar technology to Venezuela. The full-stack model 
that China has deployed isn’t possible in Venezuela, which lacks 
the infrastructure and technological capability. The danger of AI 
integration in Venezuela, rather, is that it makes the existing more 
piecemeal infrastructure more fearsome.

By examining how the Chinese Government has deployed AI 
for surveillance—and how iFlytek has worked closely with the 
government to enhance that surveillance—this chapter shows what 
Venezuela could possibly do with plausible AI upgrades gleaned 
from a company that shaped its products to serve China’s model.

2.1 The Chinese Communist Party’s 
model of surveillance-based 
governance
Surveillance isn’t just something the Chinese Government does; 
it’s a core feature of its governance model. That model knows no 
limits on state intrusion and always seeks to maximise the use of 
emerging technologies for ever greater surveillance and control. 
After years of on-the-ground reporting on how China adopted 
techno-authoritarianism, Wall Street Journal reporters Josh Chin 
and Liza Lin have asserted that surveillance-based governance is 
the CCP’s alternative to democracy.

‘By mining insight from surveillance data,’ they wrote in 2022, the 
CCP ‘believes it can predict what people want without having to 
give them a vote or a voice. By solving social problems before they 
occur and quashing dissent before it spills out onto the streets, it 
believes it can strangle opposition in the crib.’64

This means that, when the CCP exports surveillance systems, 
it isn’t just exporting technology and equipment; it’s exporting 
a specific model of governance. It’s a model top Venezuelan 
officials have said they find appealing. Rodríguez told Chinese 
Vice-President Han Zheng during a December 2024 visit to China 
that Venezuela was ‘ready to learn from China’s successful 
experience in governance’.65 She signed an agreement with iFlytek 
less than a year later, pledging to incorporate its AI technology 
across Venezuela’s government.66

For the time being, China is Venezuela’s only major option for 
obtaining advanced AI technology. Broad US sanctions against the 
Venezuelan Government and numerous state-owned companies 
mean that it’s illegal for US AI companies to provide them with 
most products and services.67 China’s economic and technological 
support for sanctioned authoritarian governments also means 
that US and Western sanctions are less effective.

2.2 China’s AI-powered surveillance 
and control systems
After the LLM revolution that began in 2023, the Chinese 
Government acted swiftly to promote the deployment of AI 
across the economy and throughout every level of governance, 
enshrining this goal in its ‘AI+’ initiative and most recently in its 
15th Five-year Plan.68

That deployment has already made China’s repression more 
efficient, scalable and cost-effective. LLM-powered technologies 
are allowing the Chinese Government to connect and integrate 
existing surveillance systems, and to make better use of the mass 
data that it already collects.

Online censorship, once conducted by armies of tens of thousands 
of ‘online content managers’ employed in-house by companies, is 
now conducted largely by AI. China’s strict censorship laws created 
a market demand for cheaper, less time-intensive censorship 
solutions, and Chinese tech giants responded to that demand by 
developing LLM-powered censorship software available for sale.69

There’s now a flourishing market in China for AI-based authoritarian 
innovation. Companies are competing fiercely for government 
contracts to build surveillance systems that integrate mass 
data from facial-recognition camera systems, credit and digital 
payments, transportation data and border control. Audio, visual 
and text-based LLMs make it possible for local public-security 
bureaus to monitor live communications at scale—and in dozens 
of languages.

As market competition in China becomes fierce, Chinese AI 
companies—working hand in hand with the Chinese Government—
are now seeking to sell their full suite of products in foreign markets.

The post-2023 LLM layer described in this section matters for 
Venezuela because it’s precisely this layer—not the legacy 
hardware—that the MoU with iFlytek, if implemented, could bolt 
onto Caracas’s existing infrastructure.

2.3 Case study: iFlytek
Chinese tech giant iFlytek exemplifies how the CCP’s regulatory 
framework incentivises the development and marketing of 
products that enable censorship and embed political control 
into commercial AI products.

Founded in Hefei, China, in 1999, iFlytek has grown into a global 
pioneer in speech recognition, language processing and machine 
learning, providing real-time text transcription, translation 
and generative language models for clients.70 Its AI-powered 
voice-recognition technology has been used to develop a pilot 
surveillance system for the Ministry of Public Security that can 
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automatically identify targeted voices in phone conversations. 
iFlytek has sold products to China’s Ministry of Public Security, 
where it built an AI laboratory and national voice-recognition 
database, which has been used in police investigations in Anhui, 
Xinjiang, Tibet and Gansu.71 Its AI technology, with increasingly 
granular tools for monitoring and controlling public opinion, has 
become deeply embedded in China’s judicial, censorship and 
governance systems.

iFlytek has now also begun to sell products and services 
internationally, signing agreements in countries in Southeast 
Asia and the Middle East.72

The US Department of Commerce placed iFlytek on the US Entity 
List in 2019 for its role in China’s surveillance and repression of 
Muslim minority groups in Xinjiang.73

Commercial censorship products

iFlytek, like other Chinese tech giants including Tencent and 
Alibaba, has created AI-powered digital censorship platforms 
that it licenses to other companies and entities.

On its webpage, iFlytek says its ‘content moderation solution’ can 
monitor live-stream videos; ‘detect risks such as political content, 
violations, and sensitive words in texts’ for media publishers; 
and analyse product images, reviews and Q&A for e-commerce 
sites. iFlytek also notes that its distinctive speech-recognition 
technology can detect ‘over a hundred types of politically sensitive 
audio content’ in social voice messages, including references 
to ‘political figures, political events, reactionary and separatist 
activities, and terrorism’.74

Use of iFlytek in China’s procuratorial and judicial 
system

iFlytek’s integration into China’s judicial and procuratorial system 
is one example of how the company’s technology is integrated in 
government mechanisms of repression. In 2016, iFlytek formed 
a partnership with the Supreme People’s Court to advance the 
application of AI in courts.75 iFlytek’s Spark Legal LLM technology 
has since been deployed in 89 different judicial organs, including 
28 courts, in the country.76 The company’s voice-recognition 
technology has been installed in more than 4,200 courtrooms 
across 31 provincial-level regions.77 iFlytek’s technology spans an 
entire prosecutorial workflow, from police surveillance to courts 
and prisons, providing prosecutors with a distinct advantage and 
limiting defence counsel’s visibility into the processes helping to 
determine their clients’ fate.78

On 3 April 2025, the Anhui Provincial People’s Procuratorate 
launched the first province-wide AI-assisted case-handling 
system for Chinese procuratorial organs, jointly built on iFlytek’s 
Spark Legal LLM and domestic computing platform.79 China’s 
procuratorates are the state bodies tasked with both the 
investigation and the prosecution of crimes.80

International expansion

iFlytek is in the process of expanding internationally, with Hong 
Kong as its international headquarters.81 It has agreements 
with state and institutional partners in Hungary, Laos, Malaysia, 
Kazakhstan, Saudi Arabia, the United Arab Emirates and Qatar. 

iFlytek says its voice and AI technology supports real-time 
translation in more than 60 languages covering nearly 200 
countries and regions.82

iFlytek also launched the Spark ASEAN Multilingual Foundation 
Model covering Burmese, Lao, Tamil, Javanese, Indonesian, Thai, 
Vietnamese and Filipino in 2025, building a global infrastructure of 
languages that could support the same speech-recognition and 
content-moderation capabilities that iFlytek offers domestically 
in China.83
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Chapter 3: Post-2023 AI signals and emerging risks
This chapter examines new AI-related cooperation between China 
and Venezuela since 2023 and assesses how AI-enabled tools are 
being layered onto the surveillance architecture documented in 
Chapter 1.

Those developments involve rights that Venezuela’s government 
already routinely violates, including the right to privacy under 
Article 17 of the International Covenant on Civil and Political Rights, 
the right to freedom of expression under Article 19, and the right 
to liberty and security of person under Article 9.84 The addition 
of AI to an already mature repression infrastructure risks making 
those violations more systematic, more scalable, and harder to 
evade or challenge.

A Venezuelan citizen who attracts the attention of the state may 
now find their movements tracked through a camera network 
installed by Huawei, CEIEC and ZTE; their identity cross-referenced 
against Sistema Patria (the Patria System), the government benefits 
database that functions as a political compliance mechanism; their 
neighbourhood monitored through a local command room fed 
by a community organiser using the SEGEN app; and all of that 
data aggregated into the Sala Nacional de Autogobierno Popular 
(the National Popular Self-Government Chamber), which then 
President Nicolás Maduro said is ‘directed with new Artificial 
Intelligence technologies together with China’.85

This chapter draws on open-source material from both 
governments: Venezuelan presidential broadcasts, official ministry 
announcements, state media, and official legal instruments 
published in the Gaceta Oficial, and government web portals 
and technical manuals, including the Sistema de Gobierno Popular 
y Comunal portal and the SEGEN application user manual—
alongside reporting from independent Venezuelan outlets and the 
civil-society monitors VE sin Filtro and DFRLab. On the Chinese side, 
it draws on iFlytek’s own announcements, Chinese state media 
coverage of MoUs with the Venezuelan Government and diplomatic 
readouts from China’s Ministry of Foreign Affairs. We treat the 
opacity of Venezuelan procurement as analytically significant. 
Because full MoU texts aren’t public and vendor contracts for 
national-level systems aren’t disclosed, the chapter is explicit 
throughout about what’s confirmed, what can be credibly inferred, 
and where the evidence trail goes cold.

What’s changed since 2023 is the explicit AI layer being added 
on top of the infrastructure that Chapter 1 documents. That shift 
has been formalised through sustained high-level diplomatic 
engagement and has culminated in the national chamber—the 
most concrete evidence to date of Chinese AI being integrated 
into Venezuela’s political monitoring system.

This pursuit comes with an ideology. The same government 
acquiring the technology has set out, in its own publications, 
a doctrine that treats the information space as a battlefield. A 
2025 book issued by the Science Ministry and prologued by its 
minister, the official who also leads Venezuela’s AI cooperation with 

China, describes ‘cognitive warfare’ waged by the West, through 
a domestic opposition it brands as spreading ‘false information’, 
to capture the minds of Venezuelans. The book condemns AI, 
algorithms and digital networks as instruments of surveillance 
and manipulation, without explaining why those same instruments 
become acceptable when imported from Beijing.86

The vigorous pursuit of AI-enabled governance begun under 
the Maduro government and now continued under the Delcy 
Rodríguez-led interim government poses serious human-rights 
concerns in a context in which judicial independence doesn’t 
exist, political dissent is criminalised and existing surveillance 
systems are already documented to have been used against 
opposition figures, journalists and ordinary citizens. Adding AI 
to that architecture doesn’t create the repression. It scales the 
repression up and makes it harder to see.

3.1 The diplomatic track: from 
infrastructure to AI
In September 2023, Nicolás Maduro travelled to China for the 
state visit during which the two governments elevated their 
relationship to an ‘all-weather strategic partnership’ (the first 
such designation for a Latin American country) and signed a 
package of cooperation agreements spanning energy, finance, 
telecommunications and the digital economy. The agreements 
included a digital-economy cooperation memorandum, big-data 
and remote-sensing cooperation with a Chinese Academy of 
Sciences institute, a cooperation memorandum between China 
Media Group and Venezuela’s Communications Ministry, and 
separate Huawei agreements with CANTV and Movilnet.87 Maduro 
hailed the visit as the start of a ‘fifth splendid stage’ of the China–
Venezuela relationship.88

During the trip, Maduro toured Shanghai’s Zhangjiang AI Island, 
where Venezuelan Science Minister Gabriela Jiménez Ramírez 
praised the facility as a model for AI research, industrial application 
and training, noting that its algorithms could help ‘integrate 
security systems’.89

The Zhangjiang visit was followed in April 2024 by a more 
formal institutional link between the two countries’ technology 
ecosystems. Venezuela’s +Ciencia Science and Technology 
Park signed an MoU and joint declaration with China’s NeoBay 
Technology Park to develop joint research and innovation projects. 
Venezuelan officials framed the agreement as a direct outcome of 
Maduro’s 2023 meeting with Xi, and identified AI, big data, deep 
learning, bioagriculture, industrialisation and robotics as priority 
areas for cooperation.90

By late 2024, the domestic and bilateral tracks were converging. 
In November 2024, Venezuela published a law approving its 
bilateral investment-promotion and protection agreement 
with China—the negotiations for which had been completed 
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during Maduro’s September 2023 state visit to China.91 In the 
same month, Venezuela’s National Assembly approved a draft 
Artificial Intelligence Law in its first reading, presenting AI as a 
tool to strengthen national technical and scientific capacities 
and ‘sovereign’ productive development, while calling for the 
‘supervision, control and promotion’ of AI across areas including 
education and local development. The Bill also contemplated 
participation by the communes, placing AI policy within Venezuela’s 
territorial and political structures rather than treating it as a purely 
technical matter.92 This legislative groundwork was laid during one 
of the most repressive stretches in Venezuela’s recent history: the 
months following the disputed July 2024 election, in which around 
2,000 people were arbitrarily detained.93

In December 2024, Chinese Vice President Han Zheng met 
Delcy Rodríguez during a visit framed around reviewing and 
strengthening the China–Venezuela cooperation map established 
after Maduro’s 2023 state visit, including in politics, energy, the 
economy, finance and technology.94 According to the Chinese 
Foreign Ministry’s readout, Rodríguez said that Venezuela was 
‘ready to learn from China’s successful experience in governance’.95

Those diplomatic and legal developments helped set the stage 
for more specific corporate engagement in 2025. In April, Maduro 
launched a new telecommunications and technology policy ‘motor’ 
(a Venezuelan Government term for a priority sectoral engine) and 
called for ‘exponential’ growth in 5G networks, sovereign satellite 
capacity, remote-area connectivity and technologies linked to AI. 
This wasn’t yet a China-specific AI agreement, but it placed AI inside 
the broader infrastructure agenda into which later China-linked 
corporate engagement could fit.96 That same month, Rodríguez 
visited the Beijing facilities of Chinese AI company iFlytek to explore 
cooperation in AI for the hydrocarbons, health and education 
sectors, stating that ‘only China’ could ensure that the global 
South had access to AI ‘for development and not for domination’.97

The engagement deepened over the following weeks. In May 
2025, Venezuela’s Science Ministry announced that 25 Venezuelan 
scientists would travel to China for a month-long AI training 
program.98 In June, Chinese Ambassador Lan Hu met Science 
Minister Gabriela Jiménez; the embassy readout identified science, 
health, human-resource training, space and AI cooperation as 
part of the agenda.99

The follow-up in Caracas showed that this engagement was being 
widened into a cross-government agenda. In early July, Gabriela 
Jiménez Ramírez met iFlytek executive Jin Lin at Venezuela’s 
Science Ministry, alongside officials from the ministries responsible 
for ecosocialism, health, hydrocarbons, defence, education, 
university education, and communication and information. 
Jiménez described the meeting as the beginning of Venezuela’s 
AI cooperation agenda with China, while emphasising the use 
of technological tools to strengthen government capacity in 
‘wellbeing, peace and security’ and national stability. Jin, in turn, 
reportedly highlighted the use of AI and related technologies to 
detect false information, guarantee cybersecurity and improve 
the effectiveness of governance.100

The clearest corporate expression of this trajectory came the 
following day, during the Gran Expo China–Venezuela in Caracas, 
when a package of agreements covering water resources, 
economic and technical cooperation, and the development 
of ‘sovereign’ AI technologies involving iFlytek was signed by 
Executive Vice President Delcy Rodríguez and Chinese Ambassador 
Lan Hu.101 Maduro declared that ‘Venezuela is through the front 
door into the vanguard of AI development,’ naming tourism, 
agriculture, hydrocarbons, health research, education and 
telecommunications as target areas.102

The diplomatic follow-up continued the next month. In August 
2025, Lan Hu met Venezuela’s oil and gas ministry’s vice minister 
responsible for AI affairs. According to the Chinese Embassy 
readout, Lan said China was willing to deepen AI cooperation with 
Venezuela and promote AI development in a ‘beneficial, safe and 
fair’ direction. The Venezuelan side said it wanted to learn from 
China’s AI development experience, expand cooperation and use 
AI to support economic and social development.103

The most recent signal came in July 2026. On 16 July, on the eve of 
the World Artificial Intelligence Conference in Shanghai, Venezuela 
was among 29 states that signed the founding agreement of 
the World Artificial Intelligence Cooperation Organization, a 
China-initiated intergovernmental body to be headquartered 
in Shanghai with China as the treaty’s depositary.104 Venezuela 
was represented by Isabel Iturria, the sectoral vice-president for 
science, technology, education and health.105 The agreement 
commits signatories to cooperation on AI capacity-building, 
technical standards, open-source ecosystems and supply–demand 
matching among member states, and expressly confines the 
organisation’s functions to the civilian domain of AI. The agreement 
is subject to ratification and takes effect once a third instrument 
of ratification, acceptance or approval is deposited.106 Venezuela’s 
signature therefore places no new Chinese system inside the 
country. What it does is extend the trajectory that this chapter 
traces. A relationship that began with imported hardware is now 
being written into the multilateral architecture through which 
Beijing seeks to shape AI development and governance across 
the global South.107

Throughout this sequence of events, China–Venezuela AI 
cooperation was mostly publicly framed as being about 
development, research and industrial modernisation. But the 
security logic was visible from the start, evidenced by Jiménez’s 
comment about ‘integrating security systems’ as well as later 
references to false-information detection, cybersecurity, 
governance effectiveness and national stability.108 In Venezuela’s 
political context, that points to the risk that AI won’t just modernise 
the state, but strengthen its capacity for censorship, surveillance 
and control.

A sceptic might note that China signs AI MoUs with dozens of 
governments, most of which never progress past the signing 
ceremony. Three things distinguish this one. First, it lands on 
an already assembled surveillance base rather than a blank 
slate. The identity, camera and command-room layers that an 
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inference layer would need are built and operating.109 Second, 
the Sala Nacional rollout (Section 3.2) shows the state actively 
expanding the political-monitoring architecture that the MoU 
would enhance.110 Third, Venezuela’s leadership has articulated 
its ambition for AI-enabled governance in its own words. The 
MoU may yet lapse, but the conditions that usually leave such 
agreements inert are absent here.

Maduro’s capture by US forces in January 2026 didn’t erase this 
trajectory so much as complicate it. The interim government 
of acting president Delcy Rodríguez inherits the AI and 
communal-governance architecture built under Maduro, even 
as it faces intense US pressure to open the oil sector to foreign 
investment and distance Venezuela from China, Russia, Iran 
and Cuba, while also releasing political prisoners.111 The result 
isn’t a clean break from the Maduro-era technology state but 
an unresolved transition, in which US pressure pulls the interim 
government one way, while the Chinese-built systems embedded 
in its governing infrastructure, and the officials who procured 
them, pull the other.

What the minister wrote

Venezuela’s pursuit of Chinese AI was led by Delcy Rodríguez, then 
Maduro’s Vice President and now the country’s acting president, 
but she isn’t its only architect. Gabriela Jiménez-Ramírez, the 
Science Minister whose meetings and signatures also recur through 
this chapter, has lent her name to a book-length argument against 
the technology she is helping to bring in. In 2025, she prologued 
a volume published by her own ministry.112 The book casts AI, 
alongside social media and ‘Industry 4.0’, as a weapon the West 
uses to wage ‘cognitive warfare’ on Venezuela: to ‘poison the 
consciousness’ of free peoples and capture their capacity for 
critical thought.113 Its quarrel isn’t that the technology is foreign 
but that it surveils, profiles and manipulates by nature.

The book is a window into how the government thinks. It treats 
the information space as a domain of war the state must hold. One 
contributor argues that communications should be designated a 
field of ‘integral national defence’, citing a general’s view that the 
media are ‘a threat to the security of the nation’; the government’s 
own Plan de la Patria 2025–2031 treats cyberspace as a matter of 
sovereignty and national security and calls for ‘social oversight’ 
(contraloría social) of the media: organised community monitoring 
of the press and online speech, framed as grassroots citizen 
oversight rather than state censorship.114 And it names the enemy 
at home—the book brands opposition figures as ‘mercenaries’ 
and ‘delinquents’ who spread ‘false information’ as proxies of 
the imperial assault, citing, among other examples, opposition 
claims that state-produced petrol made cars explode.115 Where 
the book’s philosophical chapters reject AI outright, the ministry’s 
public statement of the doctrine reaches for it: ‘cognitive resilience’, 
it argues, demands not only critical-thinking education and limits 
on big tech’s use of data, but ‘artificial intelligence tools that detect 
patterns of manipulation in real time’.116

That’s the doctrine behind the deals, and at its core is a claim 
about sovereignty: AI in foreign hands is a weapon of domination; 
in the state’s own, a tool of defence. The information space is a 
battlefield, its control a matter of national security, and the speech 
of critics is enemy manipulation to be detected and countered. 
The government wants the means to do that, and the Chinese 
AI documented in this chapter is how it intends to get them: a 
sovereign defence against foreign domination, sourced from a 
foreign power.

Venezuela’s sovereign AI system: intentions versus 
capabilities

Venezuela’s government aims to develop AI that’s both innovative 
and sovereign, and hopes iFlytek can deliver that.117 But the 
country’s limited AI capacity, combined with the nature of iFlytek’s 
products, means Venezuela would have little agency itself, and 
would instead become dependent on Chinese AI frameworks, 
chips and models, including the built-in political biases.

In their MoU, iFlytek and the Venezuelan Government stated 
their intention to jointly develop an AI ecosystem that’s both 
innovative and sovereign.118 As governments around the world 
seek to develop domestic AI capabilities, the desire among national 
stakeholders for jurisdiction over every part of the AI supply chain 
has led to a demand for ‘sovereign AI’—a loose term that aspires 
to give a national government sovereign control over as many 
parts of the AI supply chain as possible, including control over 
sensitive data, control over infrastructure such as cloud servers, 
and control over the actions of an AI model.

Venezuela currently lacks the capability to ensure multiple areas 
of AI sovereignty. It has recently begun to set up specialised 
government departments for AI oversight, but there’s no evidence 
that the country contains the specialised data centres necessary 
to undertake AI work processes within its borders.119 The country 
ranked 145 out of 195 countries evaluated by the Government 
AI Readiness Index for 2025, and is effectively barred from 
accessing cutting-edge AI chips as part of longstanding US trade 
embargoes.120 Perhaps even more significantly, both AI inference 
and training require substantial and uninterrupted supplies of 
electricity, but Venezuela has long suffered from chronic instability 
in its supply and is prone to sudden power cuts.121

The MoU includes integrating AI into specific fields, including 
agriculture, education, telecommunications and the country’s 
hydrocarbons industry. Yet many of the deliverables advertised 
in those fields by iFlytek require a well laid out AI stack, including 
stable electricity supplies, sufficient AI computing and adequate 
data storage.122

The current infrastructure problems in Venezuela give iFlytek 
an advantage. It can leverage its position to make the country 
dependent on Chinese AI systems, making those the foundations 
of any future AI development. iFlytek currently offers customers 
multiple options for AI services that require external computing, in 
which a company’s or government’s data is sent to cloud services 
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for processing. Those cloud providers are likely to be Huawei 
Cloud, which listed iFlytek as using its computing infrastructure 
during their 2026 conference on Latin America.123 Huawei Cloud’s 
data-location documentation currently lists three ‘cloud service 
regions’ in Latin America—Mexico City, São Paulo and Santiago—
none of them in Venezuela.124 Such an arrangement would give 
overwhelming control of any Venezuelan AI processes to Chinese 
companies, with sensitive data hosted on Chinese-built servers 
located outside Venezuela’s borders.

Alternatively, Venezuela’s government could preserve a greater 
degree of control by using a different iFlytek product, known 
as an ‘all-in-one server’. This is a small server, equipped with 
specialised chips, that’s installed within a customer’s premises. 
iFlytek advertises this product as providing ‘secure, controllable 
intelligence’ for clients.125 iFlytek claims the servers aren’t 
connected to the internet and are capable of both AI training 
and inference, creating a system that can be customised to 
individual business needs while hosting all data locally to maintain 
information security.126 Such a solution would solve the sovereignty 
concerns of hosting sensitive data in Chinese-owned cloud servers 
outside Venezuela.

But using those local servers would bring difficulties of their own. 
While Venezuelan companies could install AI models of their choice 
on these all-in-one servers, some may conclude it would be easiest 
to use the server’s pre-installed models: iFlytek’s own ‘Spark’ 
(星火) models and DeepSeek models. It’s possible that iFlytek 
could help Venezuela finetune those models to fit the country’s 
needs and any future AI laws that may be adopted in Venezuela, 
but the automatic inclusion of Spark and DeepSeek models on 
those servers raises concerns about built-in information controls. 
Both have been registered for use within China by the Cyberspace 
Administration of China, meaning they’ve been aligned with CCP 
information guidance requirements.127

There are several technical methods that can work around the 
information controls encoded within those models, but it’s unclear 
how effective they are. It could be possible to attach the model 
to a RAG (retrieval-augmented generation) pipeline, which allows 
the model to tailor its answers based on additional data it’s been 
given access to. Developers could also adapt a model’s responses 
through a system prompt—a fixed set of instructions attached 
to any question posed by a user, acting as a set of guidelines for 
how the model can and can’t respond.128 However, it’s unclear 
whether either of those solutions would be enough to override 
the model’s original training. Finetuning is a more substantial 
change, whereby a model itself is given additional training. But 
it has proved difficult for developers from a variety of different 
countries to thoroughly remove CCP propaganda from a variety 
of models finetuned from Chinese originals.129 Any institution that 
used these deployments as a chatbot for information searches 
would risk exposing the country to viewpoints built for China’s 
information flows, not Venezuela’s.

Venezuela can’t use those servers to train new sovereign AI models, 
and that could lead to dependency on Huawei AI chips. While the 

servers would provide enough computing power to run tasks 
on a pre-existing AI model, they wouldn’t have enough power 
to train new models from scratch. Trying to work around this, 
for example by buying up hundreds of all-in-one servers and 
cannibalising them for chips, also wouldn’t work for training a 
new model. iFlytek doesn’t mention what GPUs or CPUs the server 
contains, but it’s most likely Huawei Ascend chips, given iFlytek’s 
acknowledgement of their ‘close partnership’ in their 2025 annual 
report, and extensive reliance on Huawei’s chips for its own AI 
training.130 iFlytek’s management publicly complained at their 2026 
earnings conference of the ‘major difficulties’ the company has 
faced when trying to train new models on Huawei chips.131 iFlytek 
also doesn’t make public what computing capability these servers 
have, or their electricity consumption, so it’s difficult to determine 
how they would fare in Venezuela’s patchy electricity grid.

These pre-existing infrastructure issues are compounded by the 
devastating effects of two earthquakes of magnitude 7.2 and 7.5 
that struck the country in late June 2026.132

3.2 The national chamber: AI 
direction at scale
On 27 January 2025, Nicolás Maduro announced the creation 
of a Sala Nacional de Autogobierno Popular (National Popular 
Self-Government Chamber)—a national command room that 
would centralise information from across Venezuela’s communal 
governance structures—and a 90-day directive to install 5,334 
local counterparts, one for every commune or communal circuit 
in the country. The chamber, he said, would operate with AI and 
‘Chinese technology, which is cutting-edge technology that is 
leading the world, secure technology’.133 No vendor was named; 
nor was any technical detail offered. But, as a statement of intent, 
it was the most explicit connection any Venezuelan official had 
drawn between the country’s political monitoring architecture, 
AI and China.

The announcement placed the new chamber above an existing 
reporting architecture rather than creating a system from scratch. 
The 1×10 del Buen Gobierno system had been operating since 2022 
as a geo-referenced case-management platform through which 
citizens could report public-service problems via VenApp’s ‘Línea 
58’ channel or the Sistema Patria platform. Later official accounts 
describe the system as covering areas including water, electricity, 
health, gas, education and telecommunications.134

Reports are linked to the citizen’s personal data and location, 
tracked through standardised case statuses, and routed 
to the responsible ministry or local authority by what official 
documentation calls an ‘intelligent system’, with human operators 
stepping in when the software can’t classify a case.135 Below 
the software sits a territorial layer of organised communal and 
party-state structures. Official accounts describe the 1×10 system 
as operating through roughly 49,000 communal councils and 5,334 
communal circuits, alongside communes, Local Committees for 
Supply and Production (CLAP) food-distribution committees, 
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street and community leaders, local groups related to Venezuela’s 
ruling party and other social movements; participation is organised 
from the community and family levels.136 The salas de autogobierno 
were designed as the oversight layer for this system; physical 
rooms use government information platforms to monitor 1×10 
complaints, CLAP movements, matters related to Venezuela’s state 
oil and gas company, communal financing and other territorial 
policies, reporting upwards to the national chamber. The ‘T3’ 
Maduro invoked at the launch refers to the third of the seven 
transformations in Venezuela’s 2025–2031 national plan: citizen 
security; defence; unity and territorial integrity.137 The chamber 
was announced, in other words, not as a service-delivery tool but 
as part of the security pillar of the state’s planning framework.

The rollout was fast and, by the government’s own telling, 
nationwide. The Sala Nacional was activated on 7 February 
2025 from the Executive Vice Presidency, then held by Delcy 
Rodríguez, and was described as connected 24 hours a day to the 
5,334 communes and communal circuits, centralising territorial 
information ‘with the use of Chinese technology and Artificial 
Intelligence’.138

A formal installation and operating guide followed on 
20  February.139 By late April, official reporting put the local 
network at roughly 80% operational, and Maduro ordered full 
consolidation within 30 days. The municipality of Guaicaipuro 
reported the delivery of technology kits to each of its 43 salas the 
same week.140 By late June, the official Sala de Autogobierno portal 
reported that more than 94% of communal circuits had activated 
salas.141 On 20 October 2025, Maduro announced the milestone 
figure: ‘We now have 99.83% of the popular self-government salas 
installed across the national territory, 5,327 salas.’142 By December, 
government-aligned reporting said the 1×10 system had resolved 
88.07% of reports received through VenApp, and described 5,336 
communal self-government rooms as articulated to the national 
chamber for reporting and activating responses to community 
complaints.143 Every figure in this account is the government’s 
own. No independent verification of the network’s true size or 
functionality exists.

Who runs the rooms matters as much as what they contain. 
The staffing model isn’t a civil service. The salas are run by 
voceros (spokespersons) of the local communal councils, each 
holding a portfolio mapped to one of the seven transformations, 
alongside a locally elected justice of the peace and a commune 
parliamentarian.144 The territorial structures that feed them are 
formally party infrastructure. European Union asylum-agency 
country reporting has documented that appointment as a street 
chief requires PSUV (Partido Socialista Unido de Venezuela / United 
Socialist Party of Venezuela) membership, and the Patria platform 
that carries the system’s data is registered not to any state agency 
but to the party itself: the patria.org.ve domain is held in the 
PSUV’s name.145 The salas also bypass the elected layer of the 
Venezuelan state. They create a parallel reporting channel from 
directly the commune to the national chamber that can bypass 
mayors and governors as intermediaries, while also monitoring and 
subordinating their participation. The clearest evidence for what 

happens inside the rooms concerns the SEGEN app. A user manual 
published on the government’s Sistema de Gobierno Popular y 
Comunal portal requires an Android phone, location access and 
a dedicated reporting form named ‘SALAS DE AUTOGOBIERNO’. 
State-aligned reporting in March 2026 confirmed that the app 
was in use on devices inside the salas to register territorial risk 
events with precise coordinates as part of a community-risk 
information system integrated with state geo-referencing 
platforms.146 A commissioned technical assessment suggested 
the possible use of Huawei AirEngine access points and CEIEC-style 
dashboard infrastructure, but those claims rest on inference 
from the companies’ documented histories with the Venezuelan 
state, not on procurement records, contracts or photographs of 
equipment installed in the salas. They should therefore be treated 
as analytical leads rather than established findings.147

The chamber also didn’t arrive in a vacuum of intent. Through 
2025, Interior Minister Diosdado Cabello repeatedly described 
the state’s monitoring capabilities in openly punitive terms: he 
warned opposition protesters that ‘there are cameras everywhere, 
so behave yourselves, they’re watching you’; directed mayors to 
pressure private businesses into pointing cameras toward public 
streets; and by December said VEN911 already had more than 
7,000 cameras. None of this places those systems inside the Sala 
Nacional. It establishes the disposition of the officials who built it.148

The available evidence supports a clear conclusion that Venezuela 
has built a nationwide, geo-referenced case-management and 
dashboard architecture that aggregates citizen-level data from 
household-level structures up to a national command room. The 
system keeps humans in the loop, operates through party-fused 
communal structures, and remained active in March 2026, when 
the communal minister put the network at 5,336 salas while 
acknowledging that not all had dedicated physical premises.149

The least documented part of the system is the one Maduro 
emphasised most: AI. Maduro’s own framing made AI and 
Chinese technology a defining feature of the chamber, yet the 
public installation guide is an organisational manual rather than 
a technical specification. It doesn’t identify an AI system, vendor, 
model, procurement process, software architecture or concrete 
AI function; nor has this research identified any other public 
document that does so.150

What remains unproven is the more specific claim that iFlytek, or 
any other named Chinese company, supplies the Sala Nacional 
or local salas, or that predictive algorithms alleged in Venezuelan 
commentary are deployed inside the chamber itself.151

3.3 The data stack
Venezuela has built the lower reaches of an AI system with a 
citizen-level dataset that’s collected through the country’s 
communal and surveillance structures and then aggregated into 
a single national command room that the government says runs 
‘with the use of Chinese technology and Artificial Intelligence’.152 
But collecting data and acting on it intelligently are different 
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problems. A working AI capability is a stack with raw data at the 
base, then the storage and computers that hold and process it, 
then the models that interpret it, then the applications that put 
the output in an official’s hands. Venezuela has assembled the 
base, but everything its AI announcements promise sits in the 
layers above.

Those upper layers are the least documented part of the system 
and the most consequential. Two factors decide whether 
Venezuela’s ‘sovereign’ AI would be sovereign in any meaningful 
sense: where the aggregated data physically lives, and what 
processes it. Neither has a confirmed answer in the public record, 
and both plausible paths run through China. The data can be 
sent to Chinese cloud infrastructure for processing or held on 
Chinese-built servers and chips installed inside Venezuela. Either 
way, the storage, computers and models that would turn the 
dataset into a working capability would be supplied, and to a 
significant degree controlled, by Chinese companies. A stack built 
on those terms is sovereign only at its base.

The government’s ambitions for the top of that stack run well 
ahead of what it can build there on its own.

3.4 Civil-rights risks: what the 
architecture enables
Venezuela’s surveillance architecture doesn’t need AI to violate civil 
rights. The government has been breaching them with the same 
systems for years, including the right to privacy under Article 17 of 
the International Covenant on Civil and Political Rights, the right 
to freedom of expression under Article 19, and the right to liberty 
and security of person under Article 9.153 What an AI layer changes 
isn’t the kind of abuse but its scale, speed and opacity. It would 
industrialise practices the state now does by hand.

The clearest risk to civil rights is in identification. Today, a 
Venezuelan attracts the state’s attention mostly by doing 
something that draws a human eye, such as joining a protest, 
posting the wrong thing or being named by a neighbour. An 
analytical layer on top of the aggregated data would loosen that 
constraint. Facial recognition run across the camera network, 
voiceprint matching applied to a telecommunications system the 
state already owns, and automated cross-referencing against the 
Patria identity register would let the government identify, locate 
and rank people without waiting for any of them to act. Voiceprint 
identification isn’t a hypothetical capability for the company 
Venezuela has partnered with. iFlytek sells a voiceprint-recognition 
service that enrols voices into a database and matches a speaker 
against it one to one or one to many—the technical basis for picking 
a single person out of a population by sound.154 The same speech 
and voice technology underpins the surveillance systems iFlytek 
has supplied to public-security agencies in Xinjiang, for which it 
was added to a US trade blacklist.155

Enhanced identification could then feed further detentions. In 
the months after the disputed July 2024 election, the government 
arbitrarily detained around 2,000 people, using the architecture as 

it then stood.156 The same architecture with prediction layered on 
top would let the state build target lists from patterns rather than 
incidents, flagging association, movement or online sentiment 
before anyone reaches the street. That shifts a reactive security 
apparatus towards an anticipatory one and raises the prospect 
of detention based on what a system forecasts a person might 
do rather than anything they have done.

On expression, the risk begins with how the government talks 
about it. In January 2026, the Science Ministry published a paper on 
‘cognitive warfare’, defining it as a form of conflict the aim of which 
‘is not the physical destruction of the enemy, but the nullification 
of his capacity for critical thought’, waged continuously through 
social networks, media and entertainment platforms. Its proposed 
remedy was to use ‘artificial intelligence tools that detect patterns 
of manipulation in real time’.157

3.5 AI-powered surveillance: a 
warning, not a forecast
What this chapter has traced is a shift, since 2023, from 
infrastructure to intelligence. The surveillance systems China 
helped build in Venezuela were already extensive; what’s new is 
the deliberate move to layer AI on top of them, formalised through 
sustained high-level diplomacy and made concrete in the iFlytek 
agreement, the national command chamber and the data stack 
that feeds it.

The capability isn’t yet complete. Venezuela depends on China 
for the computers, the chips and the models, and the distance 
between what the government has announced and what it can field 
remains wide. But the direction is unambiguous, and it’s set down 
in the state’s own words. The government treats the information 
space as a domain of war, the control of which is a matter of 
national security, and it has named the tool that it wants: AI to 
detect, in real time, the speech it casts as enemy manipulation. 
The data has already been collected, linked and aggregated to a 
single point of command. What remains is integration.

That’s what makes this a warning rather than a forecast. Adding 
AI to Venezuela’s surveillance architecture doesn’t create the 
repression; it industrialises it, rendering it more systematic, more 
scalable and harder to see or contest. The architecture is largely 
built. What isn’t yet settled is whether it will be completed or 
taken apart.
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Conclusion: political uncertainty and a narrow 
opportunity in Venezuela
The surveillance regime in Venezuela is alive and well. Despite 
Maduro’s fall, political detentions and the use of the surveillance 
system for repression are ongoing. Although Venezuela isn’t 
capable of recreating China’s full-stack surveillance apparatus, 
there’s still a distinct possibility that AI will be used to enhance 
Venezuela’s own oppressive surveillance.

However, the current Venezuelan leadership’s heavy dependence 
on the US represents an opportunity. Democratic nations and 
international civil society have a rare opening to push Delcy 
Rodríguez and other top officials to rip out the country’s 
surveillance equipment, scrap the agreement with iFlytek and 
liberalise the country’s political system to ensure that those 
changes last.

Beijing for its part recognises this opening, and the risk it poses to 
Chinese companies and China’s political influence there. China’s 
leaders appear to understand that assets and investments of its 
national champions are at risk in Venezuela. Beijing’s approach 
seems to be, in part, strengthening oversight of state-owned 
assets abroad to assist in risk protection and management.158

This opening might not last. There’s still time to ensure that 
Venezuela doesn’t strengthen its surveillance apparatus—and 
its ties to Beijing—by integrating Chinese AI into its systems.
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Acronyms and abbreviations
AI artificial intelligence

CANTV Compañía Anónima Nacional Teléfonos de Venezuela (National Telephone Company of Venezuela)

CCP Chinese Communist Party

CCTV closed-circuit television

CLAP Local Committees for Supply and Production 

CONATEL Comisión Nacional de Telecomunicaciones

CPU central processing unit

DGCIM Dirección General de Contrainteligencia Militar (General Directorate of Military Counterintelligence)

FAES Fuerzas de Acciones Especiales de la Policía Nacional Bolivariana (Special Action Forces of the Bolivarian National Police)

GPU graphics processing unit

LLM large language model

MoU memorandum of understanding

PSUV Partido Socialista Unido de Venezuela (United Socialist Party of Venezuela)

SEBIN Servicio Bolivariano de Inteligencia Nacional (Bolivarian National Intelligence Service)

SIMA Sistema Integrado de Monitoreo y Asistencia (Integrated Monitoring and Assistance System)

UN United Nations




	Executive summary and key findings
	Key findings

	Recommendations
	Introduction: Venezuela’s surveillance state and the Chinese Communist Party
	Venezuela’s political system
	The Venezuela–China relationship: authoritarian solidarity


	Chapter 1: Chinese technology in Venezuela’s digital-surveillance infrastructure
	1.1 What Venezuela has built
	1.2 Three operationally important systems
	1.3 Capabilities and limitations
	1.4 How AI could augment existing systems
	1.5 Emerging risk


	Chapter 2: China’s AI-enabled surveillance as an export product
	2.1 The Chinese Communist Party’s model of surveillance-based governance
	2.2 China’s AI-powered surveillance and control systems
	2.3 Case study: iFlytek


	Chapter 3: Post-2023 AI signals and emerging risks
	3.1 The diplomatic track: from infrastructure to AI
	3.2 The national chamber: AI direction at scale
	3.3 The data stack
	3.4 Civil-rights risks: what the architecture enables
	3.5 AI-powered surveillance: a warning, not a forecast


	Conclusion: political uncertainty and a narrow opportunity in Venezuela
	Notes
	Acronyms and abbreviations



